10.1 HIPAA Policy
I.
HIPAA
The Health Insurance Portability and Accountability Act (HIPAA) of 1996 (as well as
New York State Laws and Regulations) mandates the privacy of information we
maintain regarding the individuals we serve.
HIPAA, in part, provides for the confidentiality of Protected Health Information (PHI).
PHI is:
1.

Any information relating to the care of the individual including treatment
or services rendered.

2.

Any information which indicates the individual’s past, present or future
health condition, including his/her diagnosis.

3.

Any information which pertains to payment for the provision of health
care.

Loosely defined, PHI is any information that could identify an individual as receiving
services from our agency (or other agencies such as SSI, Medicare, or Medicaid, or
other medical providers). Any document that includes a consumer’s:
•
•
•
•

Full Name; or
Social Security Number; or
Medicaid Claim Number; or
Full Address

would be included in this category, as well as any other document that someone not
familiar with our consumers could read and determine the identity of the consumer.
II.

Personally-Owned Electronic Devices

III.

No documents containing PHI can be kept on any device not owned by Women’s
League Community Residences/ MakorDS (aka: WLCR/ MakorDS). This includes
laptop and desktop computers, smart phones, flash drives (“memory sticks”), or any
other electronic device that is owned by the staff member and not by WLCR/
MakorDS.
Devices owned by WLCR/ MakorDS
a.

Desktop/Laptop Computers and Notebook PCs
•

Every desktop and laptop computer, and other PC-related device must be
password-protected.

•

Each computer must have an administrator who is approved by the HPAA
Compliance Officer, who is responsible for the privacy and confidentiality of
the information on the system.

•

Each user must have a unique password for any computer s/he uses, and
the password must be changed every 60 days.
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• The computer must be so configured that any user (except for the computer
administrator) can access only the documents s/he created or has been
granted access to. The administrator will be able to share documents
among users as appropriate, given privacy constraints.

b.

c.

•

A designated staffer in the IT department will also be able to access the
information stored on the computer.

•

Passwords may NOT be stored on the computer.

Flash Drives/External Hard Drives
•

WLCR/ MakorDS will issue flash drives to those employees who need to
transport and back up their files between computers.

•

The flash drives will be password-protected and encrypted.

•

Employees will be responsible for making sure that any files on their
portable drives are in the password-protected and encrypted portions of the
drives.

Oversight and Reviews
•

IV.

A member of the QA staff will visit each site periodically to ensure
adherence to these policies. S/he will discuss compliance with the site
managers, and physically examine the personal computers at the site.

Internet and E-Mail Communications
•
No document containing PHI can be sent to ANYONE via E-Mail – including
people with WLCR/ MakorDS E-Mail addresses. (See following bullet for exceptions.)
E-Mails must not identify consumers beyond a first-name plus last initial (preferably
using only initials), and the last four digits of the Social Security number.
•
E-Mails containing PHI can be sent if ALL addresses (to and from) end in
@womensleague.org.
•
E-Mails containing PHI can be sent if ALL addresses (to and from) end in
@makords.org.
•
E-Mails containing PHI can be sent if ALL addresses (to and from) end in @
jumpstarteip.com.
•
These exceptions do not apply if you are sending PHI from
@womensleague.org to @jumpstarteip.com or vice versa. In these instances, the
PHI must be encrypted.
•
It is also permissible to fax PHI to the fax-to-E-Mail phone numbers on WLCR/
MakorDS’s phone system.
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•
Appropriately encrypted documents may be sent via E-Mail, but the decryption
key must be communicated by phone, or fax in a separate communication, or sent in
a separate E-Mail. Microsoft Office and WordPerfect applications have the capability
of encrypting documents from within the program; for additional information or
assistance, users may contact the QA staff.
•
PHI information may be uploaded to SECURE Internet sites only (URL
beginning HTTPS://) when the site is maintained by New York City, New York State,
or the Federal government.
•
PHI may be sent by fax ONLY when the sender has verified that the intended
recipient is ready to receive it and is physically located at the receiving fax machine.
V.

Paper Records
Paper copies of documents containing PHI must either be filed in a secure location, or
shredded.

VI.

Breaches and Loss of PHI
Any breach of these rules, loss of PHI, or loss of any device containing PHI, must be
reported immediately to the QA staff.

VII.

Training
These policies will be communicated to new employees at their orientation at which
time they will receive a copy of WLCR/ MakorDS Community Residences’ Notice of
Privacy Practices (See Exhibit 1). All new employees will attend a full HIPAA training
session within their first year of employment. For existing employees, managers will
review the policies annually at a staff meeting.

VIII.

Picture Taking
Pictures should not be taken of individuals WLCR/ MakorDS serves unless the
individuals/advocates have signed a picture consent.

IX.

Notice of Privacy Practices
WLCR/ MakorDS has prepared a Notice of Privacy Practices. A copy of this notice is
given to each individual at the time s/he applies for services from WLCR/ MakorDS. A
copy is given to every new employee during his/her orientation. See Exhibit 1 for a
copy of this Notice.
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EXHIBIT 1 - Notice of Privacy Practices
WOMEN’S LEAGUE COMMUNITY RESIDENCES/ MAKORDS
1556 38th Street, Brooklyn, New York 11218
Tel # (718) 853-0900 • Fax # (718) 853-0818

NOTICE OF PRIVACY PRACTICES
Effective: April 14, 2003
THIS NOTICE DESCRIBES HOW CLINICAL INFORMATION ABOUT OUR CONSUMERS
MAY BE USED AND DISCLOSED, AND HOW OUR CONSUMERS, THEIR GUARDIANS
AND/OR THEIR PERSONAL REPRESENTATIVES, CAN GET ACCESS TO THIS
INFORMATION. GUARDIANS AND PERSONAL REPRESENTATIVES SHOULD BE
AWARE THAT THE WORD "YOU" IN THIS NOTICE REFERS TO THE CONSUMER, NOT
TO THE GUARDIAN. PLEASE REVIEW IT CAREFULLY.

We are committed to protecting the privacy of you and your family, and sharing information
about you only with those who need to know and who are permitted by law to receive this information.
We are required by both federal and state law to protect the privacy and confidentiality of mental
hygiene information that may reveal your identity, and to provide you with a copy of this notice which
describes the clinical information privacy practices of our agency, its staff, and affiliated service
providers that jointly provide services for you.
•
•
•

A copy of our current privacy notice will be posted in our main office reception area and/
or on WLCR/ MakorDS’ website, at https://www.makordisabilityservices.org.
Copies of our current privacy notice are available at our service sites upon request.
If you have questions about this notice, would like further information, or, if you would like
a copy of our most current, revised privacy notice, please contact our main office at 718853-0900 and ask for the Privacy Officer, or call them directly at 347-390-1256.
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CONFIDENTIALITY OF MENTAL HYGIENE INFORMATION
Clinical information about you may be used by our agency (or its business associates) in connection
with our duties to provide you with treatment, to obtain payment for that treatment, or to conduct our
agency’s business operations.
1. We will not disclose clinical information about you without your consent or written authorization,
except for the following purposes:
•
When we are communicating with other ID/DD agencies which are currently providing
services to you, or working with us to plan for services for you, if this communication is
about treatment, payment, or agency operations.
o "Treatment" means that we may share clinical information about you inside our agency,
or with another agency, to plan for and provide services for you. If you agree, we may
also share information about you with others outside the ID/DD service system when
necessary to provide other services; for example, we may disclose certain information
about you to a prospective employer in connection with a job placement or training
program.
o Payment" means that we may use clinical information about you, or share it with
others, so that we obtain payment for your services
o "Operations" means that we may use clinical information about you, or share it with
others, in order to conduct our normal business operations. For example, we may use
clinical information about you to evaluate the performance of our staff in providing
services to you, or to educate our staff on how to improve the care they provide for
you.
•

To a personal representative who is authorized to make health care decisions on your
behalf;

•

To government agencies or private insurance companies in order to obtain payment for
services we provided to you;

•

To comply with a court order;

•

To appropriate persons who are able to avert a serious and imminent threat to the health
or safety of you or another person;

•

To appropriate government authorities to locate a missing person or conduct a criminal
investigation as permitted under Federal and State confidentiality laws;

•

To other licensed agency emergency services as permitted under Federal and State
confidentiality laws;

•

To an attorney representing you in an involuntary hospitalization or medication
proceeding. (We will not disclose clinical information about you to an attorney for any
other reason without your authorization, unless we are ordered to do so by a court.)

•

To authorized government officials for the purpose of monitoring or evaluating the quality
of care provided by the agency or its staff;

•

To qualified researchers when such research poses minimal risk to your privacy;

•

To coroners and medical examiners to determine cause of death; and

•

If you are an inmate, to your correctional facility if they certify that the information is
necessary in order to provide you with health care, or to protect the health or safety of you
or any other persons at the correctional facility.

•

Funeral Directors. In the event of your death, we may release this information to funeral
directors as necessary to carry out their duties.
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•

We may use or disclose clinical information about you if we have removed any
information that might reveal who you are.

•

Emergencies or Public Need. We may use or disclose clinical information about you in an
emergency or for important public needs. For example, we may share your information
with public health officials at the New York State or City health departments who are
authorized to investigate and control the spread of diseases.

•

As Required by Law. We may use or disclose your clinical information if we are required
by law to do so, or if a court orders us to do so in a lawsuit or judicial proceeding. We
also will notify you of these uses and disclosures if notice is required by law.

•

Victims of Abuse, Neglect or Domestic Violence. We may release clinical information
about you to a public health authority that is authorized to receive reports of abuse,
neglect or domestic violence. For example, we may report your information to
government officials if we reasonably believe that you have been a victim of abuse,
neglect or domestic violence. We will make every effort to obtain your permission before
releasing this information, but in some cases, we may be required or authorized to act
without your permission.

•

National Security and Intelligence Activities or Protective Services. We may disclose
clinical information about you to authorized federal officials who are conducting national
security and intelligence activities or providing protective services to the President or other
important officials.

2. If you do not object, we may disclose information about you in the following situations:
•

Disclosure to Friends and Family Involved in Your Care. We will ask you whether you
have any objection to sharing clinical information about you with your friends and family
involved in your care.
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3. Special Situations
•

Fundraising. We may use demographic information about you (such as your age, gender,
where you live or work, and the dates that you received services) in order to contact you
to raise money to help us operate. We may also share this information with a charitable
foundation that will contact you to raise money on our behalf. If you do not want to be
contacted for these fund-raising efforts, please write to:
WLCR/ MakorDS
1556 38th Street, Brooklyn, NY 11218
Attention: Privacy Officer

•

Research. In most cases, we will ask for your written authorization before using clinical
information about you or sharing it with others in order to conduct research. However,
under some circumstances, we may use and disclose your clinical information without
your authorization:
o if we obtain approval through a special process to ensure that research without your
authorization poses minimal risk to your privacy. If we do, we will not allow
researchers to use your name or identity, publicly.
o to people who are preparing a future research project, so long as any information
identifying you does not leave our facility.
o in the unfortunate event of your death, we may share your clinical information with
people who are conducting research using the information of deceased persons, as
long as they agree not to remove from our facility any information that identifies you.

WHAT INFORMATION IS PROTECTED:
We are committed to protecting the privacy of clinical information we gather about you while providing
services. Some examples of protected clinical information are:
•

the fact that you are a participant at, or receiving services from, our agency;

•

information about your condition;

•

information about health care products or services you have received or may receive in
the future (such as a medication or equipment); or

•

information about your health care benefits under an insurance plan (such as whether a
prescription is covered);

when combined with:
•

geographic information (such as where you live or work);

•

demographic information (such as your race, gender, or ethnicity);

•

unique numbers that may identify you (such as your social security number, your phone
number, or your Medicaid number); and

•

other types of information that may identify who you are.

Incidental Disclosures. While we will take reasonable steps to safeguard the privacy of your
information, certain disclosures of your information may occur during or as an unavoidable result
of our otherwise permissible uses or disclosures of your information. For example, during the
course of a treatment session, other consumers in the treatment area may see, or overhear
discussion of, your information.
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WHAT RIGHTS DO YOU HAVE?
How to Access Your Clinical Information. You generally have the right to inspect and copy your
clinical information. For more information, please see, page 10, section 1, under, "How You Can
Exercise Your Rights to Access and Control Your Clinical Information."
How to Correct Your Clinical Information. You have the right to request that we amend your
clinical information if you believe it is inaccurate or incomplete. For more information, please see
page 11, section 2.
How to Keep Track of The Ways Your Health Information Has Been Shared with Others. You
have the right to receive a list from us, called an “accounting list,” which provides information about
when and how we have disclosed clinical information about you to outside persons or organizations.
Many routine disclosures we make will not be included on this accounting list, but the accounting list
will identify non-routine disclosures of your information. For more information, please see later in this
notice. See page 11, section 3.
How to Request Additional Privacy Protections. You have the right to request further restrictions
on the way we use clinical information about you or share it with others. We are not required to agree
to the restriction you request, but if we do, we will be bound by our agreement. For more information,
please see later in this notice. See page 12, section 4.
How to Request More Confidential Communications. You have the right to request that we
contact you in a way that is more confidential for you, such as at home instead of at work. We will try
to accommodate all reasonable requests. For more information, please see later in this notice. See
page 13, section 5.
How Someone May Act on Your Behalf. You have the right to name a personal representative who
may act on your behalf to control the privacy of your clinical information. Parents and guardians will
generally have the right to control the privacy of clinical information about minors unless the minors
are permitted by law to act on their own behalf.
How to Learn About Special Protections For HIV, Alcohol and Substance Abuse, And Genetic
Information. Special privacy protections apply to HIV-related information, alcohol and substance
abuse treatment information, and genetic information. Some parts of this general Notice of Privacy
Practices may not apply to these types of information. If your clinical records include this type of
information, you will be provided with separate notices explaining how the information will be
protected. To request copies of these other notices, please contact the WLCR/ MakorDS Privacy
Officer, at (718) 853-0900.
How to Obtain A Copy of This Notice. You have the right to a paper copy of this notice. You may
request a paper copy at any time, even if you have previously agreed to receive this notice
electronically. To do so, please call the WLCR/ MakorDS Privacy Officer, at (718) 853-0900 or by
requesting a copy at your next visit.
How to Obtain A Copy of Revised Notice. We may change our privacy practices from time to time.
If we do, we will revise this notice so you will have an accurate summary of our practices. The revised
notice will apply to all of your clinical information, and we will be required by law to abide by its terms.
We will post any revised notice in our agency reception area. You will also be able to obtain your own
copy of the revised notice by asking for one at the time of your next visit, or by contacting the privacy
officer. The effective date of the notice will always be noted in the top right corner of the first page.
How to File A Complaint. If you believe your privacy rights have been violated, you may file a
complaint with us or with the Secretary of the Department of Health and Human Services. No one will
retaliate or take action against you for filing a complaint. To file a complaint with us, please contact:
WLCR/ MakorDS
1556 38th Street, Brooklyn, NY 11218
Attention: Privacy Officer
(718) 853-0900
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HOW YOU CAN EXERCISE YOUR RIGHT TO ACCESS AND CONTROL
YOUR CLINICAL INFORMATION
We want you to know that you have the following rights to access and control your clinical information.
These rights are important because they will help you make sure that the clinical information we have
about you is accurate. They may also help you control the way we use your information and share it
with others, or the way we communicate with you about your medical matters.
1. Right to Inspect and Copy Records
You have the right to inspect and obtain a copy of any of any clinical information that may be used to
make decisions about you and your treatment for as long as we maintain this information in our
records. This includes medical and billing records. To inspect or obtain a copy of your clinical
information, please submit your request in writing to the WLCR/ MakorDS Privacy Officer, 1556 38th
Street Brooklyn, NY 11218. If you request a copy of the information, we may charge a fee for the
costs of copying, mailing or other supplies we use to fulfill your request. The standard fee is $0.75 per
page and must generally be paid before or at the time we give the copies to you.
We will respond to your request for inspection of records within 10 days. We ordinarily will respond to
requests for copies within 30 days if the information is located in our facility, and within 60 days if it is
located off-site at another facility. If we need additional time to respond to a request for copies, we
will notify you in writing within the time frame above to explain the reason for the delay and when you
can expect to have a final answer to your request.
Under certain very limited circumstances, we may deny your request to inspect or obtain a copy of
your information. If we do, we will provide you with a summary of the information instead. We will
also provide a written notice that explains our reasons for providing only a summary, and a complete
description of your rights to have that decision reviewed and how you can exercise those rights. The
notice will also include information on how to file a complaint about these issues with us or with the
Secretary of the Department of Health and Human Services. If we have reason to deny only part of
your request, we will provide complete access to the remaining parts after excluding the information
we cannot let you inspect or copy.
2. Right to Request Amendment of Records
If you believe that the clinical information we have about you is incorrect or incomplete, you may ask
us to amend the information. You have the right to request an amendment for as long as the
information is kept in our records. To request an amendment, please write to the WLCR/ MakorDS
Privacy Officer, 1556 38th Street, Brooklyn, NY 11218. Your request should include the reasons why
you think we should make the amendment. Ordinarily we will respond to your request within 60 days.
If we need additional time to respond, we will notify you in writing within 60 days to explain the reason
for the delay and when you can expect to have a final answer to your request.
If we deny part or all of your request, we will provide a written notice that explains our reasons for
doing so. You will have the right to have certain information related to your requested amendment
included in your records. For example, if you disagree with our decision, you will have an opportunity
to submit a statement explaining your disagreement which we will include in your records. We will
also include information on how to file a complaint with us or with the Secretary of the Department of
Health and Human Services. These procedures will be explained in more detail in any written denial
notice we send you.
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3. Right to an Accounting of Disclosures
After April 14, 2003, you have a right to request an “accounting of disclosures” which is a list that
contains certain information about how we have shared your information with others. An accounting
list, however, will not include any information about:
•

Disclosures we made to you;

•

Disclosures we made pursuant to your authorization;

•

Disclosures we made for treatment, payment or health care operations;

•

Disclosures made in the facility directory;

•

Disclosures made to your friends and family involved in your care or payment for your
care;

•

Disclosures made to federal officials for national security and intelligence activities;

•

Disclosures that were incidental to permissible uses and disclosures of your clinical
information;

•

Disclosures for purposes of research, public health or our normal business operations of
limited portions of your clinical information that do not directly identify you;

•

Disclosures about inmates to correctional institutions or law enforcement officers;

•

Disclosures made before April 14, 2003.

To request this accounting list, please write to the WLCR/ MakorDS Privacy Officer, 1556 38th
Street, Brooklyn, NY 11218.Your request must state a time period within the past six years
(but after April 14, 2003) for the disclosures you want us to include. For example, you may
request a list of the disclosures that we made between January 1, 2004 and January 1, 2005.
You have a right to receive one accounting list within every 12-month period for free. However,
we may charge you for the cost of providing any additional accounting list in that same 12month period. We will always notify you of any cost involved so that you may choose to
withdraw or modify your request before any costs are incurred.
Ordinarily we will respond to your request for an accounting list within 60 days. If we need
additional time to prepare the accounting list you have requested, we will notify you in writing
about the reason for the delay and the date when you can expect to receive the accounting
list. In rare cases, we may have to delay providing you with the accounting list without
notifying you because a law enforcement official or government agency has asked us to do so.
4. Right to Request Additional Privacy Protections
You have the right to request that we further restrict the way we use and disclose your clinical
information to treat your condition, collect payment for that treatment, or run our agency’s
normal business operations. You may also request that we limit how we disclose information
about you to family or friends involved in your care. For example, you could request that we
not disclose information about a surgery you had. To request restrictions, please write to the
WLCR/ MakorDS Privacy Officer, 1556 38th Street, Brooklyn, NY 11218. Your request should
include (1) what information you want to limit; (2) whether you want to limit how we use the
information, how we share it with others, or both; and (3) to whom you want the limits to apply.
We are not required to agree to your request for a restriction, and in some cases the restriction
you request may not be permitted under law. However, if we do agree, we will be bound by
our agreement unless the information is needed to provide you with emergency treatment or
comply with the law. Once we have agreed to a restriction, you have the right to revoke the
restriction at any time. Under some circumstances, we will also have the right to revoke the
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restriction as long as we notify you before doing so; in other cases, we will need your
permission before we can revoke the restriction.
5. Right to Request Confidential Communications
You have the right to request that we communicate with you about your medical matters in a
more confidential way by requesting that we communicated with you by alternative means or
at alternative locations. For example, you may ask that we contact you by fax instead of by
mail, or at work instead of at home. To request more confidential communications, please
write to the WLCR/ MakorDS Privacy Officer, 1556 38th Street, Brooklyn, NY 11218. We will
not ask you the reason for your request, and we will try to accommodate all reasonable
requests. Please specify in your request how or where you wish to be contacted, and how
payment for your health care will be handled if we communicate with you through this
alternative method or location.
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Please detach this letter, signed and return to WLCR/ MakorDS

NOTICE OF PRIVACY PRACTICES ACKNOWLEDGMENT

Dear Consumer/ Applicant/ Family Member:
Enclosed is a summary of WLCR/ MakorDS’s policies which govern the privacy of records,
describes how medical information may be used and disclosed by WLCR/ MakorDS, and how
consumers and personal representatives can obtain access to this information. The law requires us to
notify consumers and their personal representatives of these policies and to advise them when there
are any changes. Please read this information packet carefully. It is yours to keep. We request that you
acknowledge that you have reviewed this information. Your signature does not imply that you agree with
what is written.

Individual or Personal Representative ACKNOWLEDGMENT:

Individual ACKNOWLEDGMENT

____________________________________________
Individual Name (please print)

_____________________________________________________________
Individual Signature

Date

PARENT/GUARDIAN/ADVOCATE - CORRESPONDENT ACKNOWLEDGMENT

________________________________/_____________________________
Correspondent Name (please print)

______________________________
Correspondent Signature

/

Relationship to Consumer

________________________
Date

By signing, I acknowledge that I have been provided a copy of WLCR/ MakorDS’s Notice of Privacy
Practices and have therefore been advised of how medical information about me may be used and
disclosed by WLCR/ MakorDS and how I may obtain access to this information.

_____________________________________________________________
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